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coverage, while fully automated testing 
or continuous monitoring is better 
yet. The DoubleCheck™ / Novell® 
GRC&T Solution Suite accomplishes 
this goal by integrating Sentinel from 
Novell and Novell Identity Manager to 
provide functionality for monitoring 
controls and testing (e.g. Segregation 
of Duties).
 A fully automated test of this type 
is initially associated with the template 
control item. When the control is 
implemented in an entity within your 
enterprise, the automated control is 

automatically confi gured in the tool at 
the same time, and begins executing. As 
these tests are therefore linked directly 
into the GRC data, failure results can be 
automatically escalated to appropriate 
levels based upon the importance of 

related items. This improves visibility into 
the IT environment for management and 
reduces overall audit costs compared to 
the piecemeal solutions now in place at 
many organizations.
 The DoubleCheck Automated 
Financial Testing Suite provides similar 
functionality for monitoring of fi nancial 
accounting systems such as SAP®, 
Lawson®, or Oracle® Financials.
 Remaining control tests can be 
confi gured for scheduled or manual 
operations as needed. Regular self 
assessments can also be scheduled and 
performed, ensuring appropriate fl ow of 
information through the company while 
keeping stakeholders in the loop.

Ongoing Process
As policies are updated, related 
risks, processes, and controls will be 
automatically fl agged for review by 
appropriate staff. Automated tests 
will continue to run; manual tests will 
be automatically scheduled and their 
results gathered. Process owners or 
other personnel in the business can 
take responsibility for maintaining 
their data items directly. Auditors can 
request retesting of specifi c entities or 
processes as required, using scoping 
rules to streamline efforts. Tools that 
analyze control failures or process 

changes provide the insight to drive 
further changes to the GRC system. 
 A consistent, reliable, and repeatable 
ongoing process, supported by a fully 
integrated GRC&T framework that 
includes continuous IT testing and 
monitoring, reduces complexity, lowers 
overall costs, and improves reliability. ■
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Figure 2: Sentinel from Novell delivers real-time IT monitoring results directly into the GRC 
system.

“By tightly integrating the 
DoubleCheck GRC Solution 
Suite with Sentinel 6 from 
Novell and Novell Identity 
Manager, a risk-based approach is 
effectively combined with IT test 
automation.”
Tim Ihde, 
CTO, 
DoubleCheck LLC


