


Figure I: The DoubleCheck / Novell integrated GRC&T Solution Suite seamlessly connects your
controls testing environment to your IT infrastructure.

specifics of the |IT environment.

With GRC: Set objectives; identify risks;
implement and monitor controls.

Thenumbers of controlsatthe Entity Level,
when identified in the above manner, are
typically 40% to 60% lower than in a SOX
environment, based on where a company
is in the rationalization continuum.
Making a transition from point-in-time
(or separate evaluation) control testing
towards a culture and practice of ongoing

monitoring may reduce compliance costs
by an additional 30%.

Enhancing the efficiencies and
effectiveness of SOX-compliant
companies requires tools and a
framework. The top-down, risk-based
approach yields immediate benefits and
cost savings, butitalso begins the journey
to break beyond one’s mandatory
compliance regime into a solution
where processes and systems live
outside of silos. The mature risk-based
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management approach shifts more time
to analysis and increased effectiveness
of overall company performance.

GRC gains transparency

through integration

GRC stakeholders are numerous, and
include: Board, Audit, and other Board
Committees; Senior Management and
Line Managers; Finance Management,
Compliance teams, and other Specific
functional leaders. Working outside
of silos is needed for both enterprise
risk management (dealing with strategic
risks) and for those in an operational
risk management role dealing with day-
to-day issues. With integration comes
a unified approach and the sharing
of responsibility for GRC at business
unit and department levels. The goal
is to move from the current disjointed
tactical solutions to an integrated and
comprehensive framework that includes
input from strategic management,
process, and functional leaders, HR and
IT.

GRC technology

IT components form the foundation for
monitoring and controlling enterprise
risk through applications and the
embedded/automated controls which
underlie business processes. Broadly
speaking, a well-designed and managed IT
infrastructure is key to controlling risk.
Many types of risks can be addressed
or mitigated through an effective IT
governance model. These can include

Legal, Operational, Compliance,
Technology, = Management, Credit,
Market, and Liquidity risks. Other

areas where IT’s infrastructure can be
invaluable is through the calculation
of certain indicators for financial
institutions, such as those through the
Basel Il accord, which measures the
capital assessment process for banks,
and Solvency Il, which measures solvency
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Knowledge Leadership

inside insurance companies.
The core of the GRC system is

a collection of data representing
compliance and risk information.
High-level items, such as Business

Objectives, Accounts,and Processes
are usually shared across all entities

“Over time the effectiveness
and efficiency of the GRC effort
contributes back to the company
in financial terms including real
dollars to the bottom line,
competitive advantage, and
investment risk reduction. In

the 1990s, we focused on ISO
900x compliance for product
and service quality; today we are
applying the same principles to
managing risk factors in business
operations.”

Joseph Cincotta,

President/CEQ,

DoubleCheck LLC

within the enterprise. Other items such
as Policies, Risks, and Risk Responses
may be common, or they may be unique
to specific business entities within the
enterprise. Still others such as Controls
may be similar in concept but need to be
tested distinctly within each entity.

This configuration of data will not
spring whole from the brow of the
CFO or auditors. It must be carefully
constructed using the results of an
enterprise-wide risk analysis effort
combined with an assessment of current
processes and controls. This section will
describe what can be expected of such
an effort utilizing the DoubleCheck/
Novell GRC & T Solution Suite.
Enterprise Risk Assessment
The process begins with an enterprise
risk assessment (ERA). This will
identify specific internal and external
threats both in terms of impact and
likelihood. It is a good vehicle to identify
major processes which are linked to
one or more significant risks for the

organization.

Using the DoubleCheck assessment
engine, information on current status is
gathered from upper management and
process stakeholders. The assessments

begin with general principles from
COSO (Committee of Sponsoring
Organizations of the  Treadway

Commission) and COBIT®, and then
proceed to significant accounts and
financial statement assertions. The IT
assessment will include all important
automated business processes analyzed
across each technology and risk profile.
This information is then combined
with an assessment of risk in both balance
sheet accounts and income statement
accounts. This effort will consider
potential impact on financial statements,
potential fraud risk, disaster recovery, and
other factors. By integrating these results
with a standard library of items, the
initial set of accounts, objectives, and risk
items can be quickly created and related
to each other. After assigning assertions
to accounts and risks, analysis tools will
ensure risks have been identified for each
assertion, and at the same time that no
extraneous risks have been included.

Link to Business Processes

The next step is to associate risks
and accounts with business and IT
processes. A best practice is to begin
with a predefined set of processes for
a business area, and customize that list
as needed. The tool will then allow the
association of risks identified above with
the appropriate processes. As with risk,
it is typical to begin by creating template
items, proceed to creating enterprise-
level instances of those templates,
and finally creating entity-level items
as required by your organizational
structure.

This is also a good time to begin
adding policy documents into the
system and associating them with any
of these other data items. This is done
via the Policy Center module of the
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S.O. Comply system. Corporate-level
policy documents are usually added to
a high-level grouping of policies, while
more local policies may be added at the
entity level. Going forward, enterprise
views of data will allow the monitoring
of the overall risk portfolio across
organizational boundaries, either by
process or business objective.

Identify and Select Controls

Once processes have been identified,
risk responses and/or controls should
be documented. Evaluate existing risk
responses, and associate them with
policies as appropriate. Work with
corporate-level risk responses first,
and S.O. Comply will automatically
apply remediation at that level down
to the corresponding risks in individual
entities.

While defining and refining processes
and controls at the business unit level,
associatingthem with actual stakeholders
and process owners ties accountability
to these individuals in the enterprise.
Controlledaccesstotheoverall GRCdata
will prove advantageous, providing them
with appropriate, relevant information
such as policies, open issues, or even
risk evaluations. In addition this will
make it very easy to have automated self
assessment or testing tools immediately
include these individuals.

As inherent and residual risk levels
are determined, scoping rules defined
at the system level will automatically
place entire branches of these item
trees either in or out of scope. For
example, one might define that only
risks with inherent risk levels of “high”
or “extreme” are in scope for SOX
assessment efforts.

Testing and Automation

Performing control testing on an ad-hoc
basis, or only when certifications are
required, is the least efficient approach
possible. Regularly scheduled testing
is significantly better for ensuring full
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Figure 2: Sentinel from Novell delivers real-time [T monitoring results directly into the GRC

system.

coverage, while fully automated testing
or continuous monitoring is better
yet. The DoubleCheck™ / Novell®
GRC&T Solution Suite accomplishes
this goal by integrating Sentinel from
Novell and Novell Identity Manager to
provide functionality for monitoring
controls and testing (e.g. Segregation
of Duties).

A fully automated test of this type
is initially associated with the template
control item. When the control is
implemented in an entity within your
enterprise, the automated control is

“By tightly integrating the
DoubleCheck GRC Solution
Suite with Sentinel 6 from

Novell and Novell Identity
Manager, a risk-based approach is
effectively combined with IT test
automation.”

Tim Ihde,

CT0,

DoubleCheck LLC

automatically configured in the tool at
the same time, and begins executing. As
these tests are therefore linked directly
into the GRC data, failure results can be
automatically escalated to appropriate
levels based upon the importance of

relateditems. Thisimproves visibility into
the IT environment for management and
reduces overall audit costs compared to
the piecemeal solutions now in place at
many organizations.

The  DoubleCheck  Automated
Financial Testing Suite provides similar
functionality for monitoring of financial

accounting systems such as SAP®,
Lawson®, or Oracle® Financials.
Remaining control tests can be

configured for scheduled or manual
operations as needed. Regular self
assessments can also be scheduled and
performed, ensuring appropriate flow of
information through the company while
keeping stakeholders in the loop.

Ongoing Process

As policies are updated, related
risks, processes, and controls will be
automatically flagged for review by
appropriate staff. Automated tests
will continue to run; manual tests will
be automatically scheduled and their
results gathered. Process owners or
other personnel in the business can
take responsibility for maintaining
their data items directly. Auditors can
request retesting of specific entities or
processes as required, using scoping
rules to streamline efforts. Tools that
analyze control failures or process
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changes provide the insight to drive
further changes to the GRC system.

A consistent, reliable, and repeatable
ongoing process, supported by a fully
integrated GRC&T framework that
includes continuous IT testing and
monitoring, reduces complexity, lowers
overall costs, and improves reliability. =
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